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What is CUDA?  

CUDA (an acronym for Compute Unified Device Architecture) is a parallel computing architecture 

developed by NVIDIA. CUDA lets programmers utilize a dedicated driver written using C language 

subroutines to offload data processing to the graphics processing hardware found on Nvidia's latemodel 

GeForce graphics hardware. The software lets programmers use the cards to process data other than 

just graphics, without having to learn OpenGL or how to talk with the card specifically. Since CUDA tools 

first emerged in late 2006, Nvidia's seen them used in everything from consumer software to industrial 

products, and the applications are limitless.  

 

 

Supported GPUs  

A complete list of supported GPU's can be found at the following link:  

http://en.wikipedia.org/wiki/CUDA#Supported_GPUs  

 

 

 

Why do I care about CUDA?  

Hardware acceleration of password recovery is possible with CUDA enabled applications. Many of these 

applications are already available and there are many more to come. The support of NVIDIA graphic 

accelerators increases the recovery speed by an average of 10 to 15 times   faster than was previously 

possible.  

http://en.wikipedia.org/wiki/cuda#supported_gpus/
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Where can I get this CUDA thing?  

Backtrack 4 final comes fully ready to execute and build CUDA powered applications. I will review some 

of the major points involved in setting up the environment and running some of the application.  

 

 

What is CUDA not?  

CUDA is not a magic bullet that will suddenly make all software on an Nvidia-equipped PC run 

dramatically faster, in other words -- the programmer needs to figure out where the program can be 

optimized to process data in parallel. But within that context, programming support for CUDA can make 

a big difference.  
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Getting started  
 

Nvidia-drivers:  

 

The first thing we need to do is get the nvidia drivers installed. This is done easily with Backtracks 

package manger apt-get or aptitude. Installing the nvidia drivers is best done while the X server is not 

running. The X server can be stopped by pressing ctrl - alt -backspace.  

 

Once you get the drivers installed, a new xorg-config should be generated for you and then you can 

άǎǘŀǊǘȄέ ŀƴŘ ǊŜǘǳǊƴ ǘƻ ǘƘŜ ƪŘŜ ŘŜǎƪǘƻǇ ŜƴǾƛǊƻƴƳŜƴǘΦ  

You can make sure the driver was properly installed by greping the xorg.conf for the term nvidia. 
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In the event the auto xorg.conf does not work, nvidia provides a utility which may be able to help. To 

ƛƴǾƻƪŜ ƛǘ ǎƛƳǇƭȅ ǘȅǇŜ άƴǾƛŘƛŀ-ȄŎƻƴŦƛƎέ ƛƴǘƻ ŀ ǘŜǊƳƛƴŀƭ ŀƴŘ ƛǘ ǿƛƭƭ ǘǊȅ ǘƻ ƎŜƴŜǊŀǘŜ ŀ ƴŜǿ ȄƻǊƎ ŎƻƴŦƛƎ ŦƻǊ 

you.  

If you have multiple monitors you may need to use the nvidia-settings tool to configure them. In order 

ǘƻ ǳǎŜ ǘƘŜ ǎŜǘǘƛƴƎǎ ǘƻƻƭΣ ŜƛǘƘŜǊ ƭŀǳƴŎƘ ƛǘ ŦǊƻƳ ǘƘŜ Y59 ƳŜƴǳ ƻǊ Ǌǳƴ ǘƘŜ ŎƻƳƳŀƴŘ άƴǾƛŘƛŀǎŜǘǘƛƴƎǎέ ƛƴ ŀ 

terminal. The actual configuration is beyond the scope of this document however it is fairly easy to 

understand.  

Overclocking:  

There are two ways to overclock your video card in Linux. The first way is to use the nvidiasettings tool 

which comes with the nvidia-driver. In order to do this you need to edit your xorg.conf in order to 

unlock the option.  

 

nano  /etc/X11/xorg.conf  

and find the section that looks like this:  
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Section "Device"  

Identifier "Videocard1"  
Driver "nvidia"  

VendorName "NVIDIA Corporation"  
BoardName "GeForce  8800 GT"  
BusID "PCI:3:0:0"  

Screen  1  

Option "AddARGBGLXVisuals" "true"  

Option "Coolbits" "1"  

Option "RenderAccel" "true"  
EndSection  

 

 

Add the coolbits option and  then restart  X and open nvidia-settings and  you  should  have a overclock 

option like this:  
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The second way to overclock you card in linux is to use the nvclock command line utility.  

 

As you can see there are many options with the nvclock utility. Please sure of your settings before 

overclocking your card in this manner. I normally use the gamer forums as a good source for finding out 

optimal clock settings for various cards. 
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Installing the CUDA toolkit and SDK :  

Now that we have our driver installed and the clock settings to our liking, it is time to get our  CUDA  

development environment set up. This is not necessary if you are only interested in running a tool  

such as Pyrit however if you want to build any CUDA applications you will need this environment.  

The environment is already built and set up so we simply need to apt-get it. This will require about 250 

MB of space so make sure you have the space to set this up.  The tool kit should be installed first. This 

contains all of our tools for working with CUDA applications such as the nvcc compiler and the cuda 

debugger. 

 

The next package it the CUDA-SDK and contains coda samples and some of the default make files we can 

use to build CUDA applications. 
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The CUDA compilers and the libraries should be added to your path by the package manager. The 

environment variables are, however, set up for root so if you have created another user you will need to 

move the following piece of roots .bashrc to your new user. 

 

Once you have installed the packages you need to update your $PATH variable and make sure the CUDA 

compiler is in the path. 
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If your output looks like mine pictured here then you are good to go. 

 The code sample projects are located in the /opt/cuda/sdk/C/src/ directory if you want to play around 

with them.  

 

Basically you go into the directory of the tool you want to build and issue the make command. The nvcc 

compiler then builds the tool and outputs the binary into the /opt/cuda/sdk/C/bin/linux/release   

directory and then can be used. 
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CUDA-Multiforcer:  

One of the newest tools in Backtrack 4 is the CUDA-Multiforcer. This is a password   bruteforcer  

which supports MD4 / MD5/ NTLM and now SHA1 hash's. It is incredibly fast and can greatly decrease 

the time it takes to crack password hash's while on a pentest. Installation of the multi-forcer is simple.  


